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1 PURPOSE

This work instruction supports the use of SaucelLabs which is a testing platform for web and mobile
applications enabling the Users to run their tests across Desktops, Emulators, Simulators, and real
Devices to support software delivery process and product developments following the defined
processes.

This document covers the below instructions:

*  Pre-requisites of User and Project onboarding
« Available Tunnel Pools for End users
* How to perform a sample Test from Saucelabs

2 SCOPE

21 Description/ of activity/task
In Scope

DDIT managed applications, systems, and software development

Out of scope

Those applications/systems practicing Agile that are not managed by DDIT

2.2 Target Audience

This Work Instruction applies to the following functions/roles as a minimum.

Function Roles

DDIT Product Owner (PO)

DDIT Product Manager (PM)

DDIT Scrum Master (SM)

DDIT Test Manager, Test Coordinator, Tester, Test Analyst, Test Reviewers
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3 INSTRUCTIONS
3.1 Steps for activity/task

Activity/Task

Responsible

(Project Team)

Test Manager, Test

Coordinator, Tester,

Test Analyst, Test 1. Responsible for all test phases — unit, system, integration and functional

Reviewer testing and acceptance

2. Ensure that all required testing deliverables are created including
testing approach, testing scenarios, conditions and expected results,
test scripts and testing control sheets

3. Execute formal review cycles including informal review, formal review,
testing sign-off and quality assurance review

3.1.1 Pre-requisites

3.1.1.1 For User Onboarding

a. End users will need to reach out to Ops team through SNOW onboarding with this Form -
here to onboard users to Saucelabs.

3.1.1.2 For Project Onboarding
End users will need to reach out to Ops team through SNOW onboarding with this Form - here

3.1.1.3 End users will provide the following information of their application Or user onboarding
which is part of snow template

Sequence Field Name

1 Application /Team Name

If application is hosted on intranet, will provide the below details

(Sequence) Information

2 Application ips

3 Application url

4 Application HealthCheck Port Number
5 Application Listening Port Number
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Sequence Field Name

1 Application /Team Name

2 Role

Should attach required Up4Growth training completion certificate

1 (Common for all Roles)
Please attach your manager’s approval email, for your access and role
assignment to this project, as this will be subject to license cross
charging

2
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3.1.2 How to perform a sample Test from Saucelabs

Step 1: Login to Saucelabs application

[SSO login: https://myapps.microsoft.com/signin/7c74289d-a7c6-

4116https://myapps.microsoft.com/signin/7c74289d-a7c6-4116-bb46-

e131cb534913?tenantld=f35a6974-607f-47d4-82d7-

ff31d7dc53a5bb46e131cb534913?tenantld=f35a6974-607f-47d4-82d7-ff31d7dc53a5

Available Tunnel Pools for End Users testing:

i.) Saucelabs_App001_Tunnel
ii.) Saucelabs_App002_Tunnel

Automated

olll Insights
Test Overview
Test History
Trends
Coverage
VM Concurrency

Failure Analysis

£ Visual Testing

T) API Testing

£] Mobile Beta Testing

Step 2: In the left menu, click on "Live" dropdown and select "Cross Browser".

= @ SAUCELABS

a

Tunnel Proxies

RUN COMMAND @
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V/ Bo029066324545: T6ET0AI9NG6Ts  Saucelabs AppO0T Tumnel = “0E R oo e v e KASAVE!
/ 14a235C060624876a00S0GTa4E5e44D  SaLCelabs_AppOOL_Tumel koo el centiak cLeau KASAVE!
/ 2235006 abash6ia b sa unne v

N e s UcelansAPROOLTUME! 1 miso saucelabs com SP928479 8U novarts net
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/  a3316855976c46550420e08a14a44MM2  Saucelabs_Appo02_Tunne ' KASAVE!
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[ Visual Testing

@) SAUCELABS

Get Started Guide

Test Results

Mobile App

Cross Browser

Automated

Insights

Live ' Cross Browser

"3 Desktop 0 Mobile Real W% Mobile Virtual

2

URL TUNNEL PROXIES: (O

hitpZ/novartis.com KASAVEV/Saucelabs_App002_Tunnel

BROWSER SELECTION

o Firefox G Chrome

e Edge @ Safari

dev dev dev 16

Figure 2
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Step 3: In the Cross Browser page, (This is Example only & not restricted to SauceLABs
functionalities)

a. Provide the URL of the webpage which needs to be tested in "URL" field. [ Ex:

https://app100prd.aws.novartis.net |

b. Select the available tunnel- pool for end Users from the "TUNNEL PROXIES"

dropdown

c. In"BROWSER SELECTION" section, select the version of the browser form the
browser column in which you would like to run you test and select the browser

resolution.

d. Select the OS Version from the dropdown and click on "Start Test".

' Get Started Guide

= (@) SAUCELABS

Live  Cross Browser

£ Contral 1

e. A new window with test browser will be launched.

- O Mo & Mobile Virn
* Live =) Deskiop 0 Mobie Real & Mobile Virwal
Test Resulis m
- TUNNEL PROXIES: (T
Habile Arp hittpe i apE1Do; KASANENSauoelats_AppDOR_Tunns
Grana Browier
BROWSER SELECTION
O Autamated
) Firerox @ cnieme T Eace () samr e RESOLUTION
alll Inzights
- s o N : ! ——
55 wisunl Testing
beta beta beta 15 10
@ APiTosing 108 108 108 1 2 TELEES
07 07 07 = 1260766
[ Masile Beta Tewsing - - 06 2 1260500
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3.1.2.1 Sauce Labs Insights

Insights is the reporting and analytics hub of your Sauce test suite. In it, you will find an interactive data
center that can help you interpret your test results over time, identify failure patterns across different
platforms, understand how parallel tests can improve your build efficiency, and home in on areas of your
app that might benefit from deeper testing.

Access the Insights menu from the left-side navigation menu of our web app. The test overview Shows
a variety of views of the data related to all the tests executed

= (@ SAUCELABS

- = Insghts  Overdiew
' Got Srarted Guide

WM Concurrency Test Summarny

Failure Analysis

3 imual Testing

(1) &P Texzing

[ Mezile Bes Testing

\+ Tunnel Praxies  7aclive ¥

This is & summary of 2l

« o OO0 & appeu-central-1.saucelabs.com/analytics/test-overview
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314

Available Private Devices for Testing

Device Brand Model Device Type (0153 Viewport (px)

Apple iPhone 14 Pro Smartphone iOS 16 430x932
Max

Apple iPhone 13 (or Smartphone iOS 15 (n-1) 390x844
equivalent)

Apple iPhone 12 mini Smartphone iOS 15 (n-1) 375x812
(or equivalent)

Apple iPad Air 2022 Tablet iPadOS 16 768x1024

Apple iPad Pro 2021 (or | Tablet iPadOS 15 (n-1) 834x1194
equivalent)

Android Samsung S22 Smartphone Android 13 360x780

Android Samsung Galaxy | Smartphone Android 12 (n-1) 412x915
Note 20

* This list is dynamic and might change depending on license procurement & cross charging.

3.1.4.1 Types of Testing that can be performed

ok oN-~

API

Cross Browser testing

Ul or Visual Regression testing
Multi OS Testing

Multi Device Testing
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4 SAUCELABS INTEGRATION WITH TRICENTIS TOSCA

Tricentis Tosca is an industry-leading test creation tool, allowing for rich test case automation against web,
mobile, and client-server applications.

4.1 Prerequisites:

To integrate the Tosca with Saucelabs users must install Tricentis Tosca Commander
Ent_16.0.2_L_EN_O01 from the software center.

4.2 Steps for Scanning an application on Saucelabs from Tosca:

Tosca scans your application to gather data about the various pages and elements. From the model Tosca
creates, you will piece together sequences of actions, allowing you to script the steps your test will execute.

1) Inthe Tosca Commander, on the Modules tab, click Scan and then click Mobile.

118 google
+ b Gongle
+IE Mobile App

1k Mebile App

Figure 7
2) Click on Add Device box and click ad Add new connection.

Mobile Scan

Select device

Platform: All  w OS Version: All  « Type: Al w

_|_
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3) Inthe Add connection box enter the connection name, select type as Cloud(Appim), provide the
Appium Server Address and click on Add

Note: Appium Server Address: Ex:https://ondemand.eu-central-1.saucelabs.com/wd/hub

Add connection

Enter a name for your connection

‘ Saucelabs ‘

Type:
l Cloud (Appium) - l

Enter the Appium Server address

‘ https://ondemand.eu-central-1.saucelabs.co m/wd/hud ‘

Figure 9

4) In the Add device box, enter the information for the Sauce Labs device you will be using.

Business Use Only — rendered date = 13-Sep-2023 12:40:47
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Add device

Choose a connection

l Saucelabs (Appium)

Enter a name for your device

‘ Android

Enter the device ID

‘ Samsung_Galaxy_S21_5G_ni_leap

Enter the device platform version

Qios (® Android
@ Real O Simulated

Figure 10

5) Click on Add Appliation box, Select the Native/Hybrid or Web and click on continue

6) Enter your application name, application URL and click on Add

Add application

O Native/Hybrid

Figure 11

@ Web

Cancel Continue
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Add web application

Enter a name for your application

LEAP_TEST

Enter the URL

https://connect.cosentyx.comA

Back Add

Figure 12

7) After adding the Device and Application then click on Advanced Configuration

Mobile Scan

Select device

Platform: All - Os Version: All -

-

Add device

Type: All

iPhone_13_16_...

Select application

Add app

=

LEAP

Run Live View
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[ ] Reset application

Figure 13

8) Click on Add Capability Set, name the Capability set, add the below listed capabilities, click on add.

-

Search Apps...

£

| Advanced configuration | | Connect
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noReset True
N~ tunnelldentifier Saucelabs_App001_Tunnel
< tunnelOwner sso-NVS-sauce-labs-TEC_SAUCELABS
o Username Sauce Username
<
- Accesskey Sauce Accesskey

Advanced configuration

Saucelabs & Desired Capability Value
noReset true
tunnelldentifier ii:}:elabs_AppOO‘l_Tu

sso-NVS-sauce-labs-
TEC_SAUCELABS

tunnelOwner

username
accesskey

X X X XX

Add Capabilities Set Add Capability | Cancel | Add

Figure 14

9) After adding the capability set click on connect. It will establish the connection and click on Scan.

Live Shot @
09:44 =m| Connection established

< rdc-ios-toolkit

—
W Cosentyx L call Us .
(secukinumab) Device is connected. Go to the screen you want to
scan and click Scan. '
Prescribing Information | For Healthcare Professionals v

Sign Up for Support

S
W Cosentyx Connec

REAL SUPPORT. PERSONAL SOLUTION

Privacy Policy Update: Novartis Pharmaceuticals Corporation has
updated the Privacy Polcy for this website 10 explain how your nformation
heips us personalize your online experiences. Cick here toread it

Business Use Only — rendered date = 13-Sep-2023 12

Cookles: We would ike to set third-party advertising cookies
on your browser for this health-related website tohelpus serve relevant

health-related advertisements 1oyou about our products or senvices when
you visit other websites For more informabon visit our Privacy Policy Do
you want to set these advertising cockies on this browser?

Figure 15
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10) The Mobile Scan opens the application or website on the mobile device

4.3 Test case for Suacelabs mobile devices or desktop browsers

1. If the test case is created to execute on Suacelabs mobile devices or desktop browsers below step need to
add as first step to the test case in Tosca Commander

2. Drag and drop the Set Desired Capabilities Module onto your TestCase. It must be the first TestStep of your
TestCase.

3. Enter the name of a Desired Capability “tunnelldentifier and tunnelOwner” into the Name column.

1) tunnelldentifier: The value must be “Saucelabs_App001_Tunnel or
Saucelabs_App002_Tunnel”
1)} tunnelOwner: The value must be “sso-NVS-sauce-labs-TEC_SAUCELABS”

Details Control Flow Diagram =
Name Value ActionM... Datal.. WorkS...
4 Q‘%Set Desired Capabilities
tunnelldentifier Saucelabs_App001 Tunnel Select String
tunnelOwner sso-NVS-sauce-labs-TEC_SAUCELABS  Select String
Capability String
Figure 16

4.4 Execution list from Tosca to execute on the Suacelabs desktop browsers or mobile devices.

1. To run the Tosca test execution list on an Android device in Suacelabs, specify the test configuration
parameters as described in the table below for test execution list.

Details Test configuration ™~
Name Value DataT...
4 B Leap Application_Anriod Device

i@ AppiumServer https:// e s . String

i@ Browser ChromeAndroid String

i@ DeviceName Samsung_Galaxy_522_5G_ni String

i@ LiveView True String

i@ SauceAccessKey String

i@ SauceUsername String

i@ tunnelldentifier Saucelabs_App001_Tunnel String

i@ tunnelOwner sso-NVS-sauce-labs-TEC_SAUCELABS String

i@ UseXBrowserForMobile True String

Figure 17
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Test configuration parameters

Description

AppiumServer

Enter the address of the Sauce Labs Appium server.
https://< SauceUsername>:
<SauceAccessKey>@ondemand.eu-central-
1.saucelabs.com:443/wd/hub

DeviceName Enter the full name of the device that is available on Sauce Labs.

Browser Enter the browser name of the Android device.

SauceAccessKey To automate tests on Sauce Labs, enter the access key for your Sauce
Labs account.
You can find your access key in your Sauce Labs account information in
the AccessKey section

SauceUsername To automate tests on Sauce Labs, enter the username of your Sauce

Labs account.

tunnelldentifier

To automate tests on Sauce Labs, enter the tunnel identifier

tunnelOwner

To automate tests on Sauce Labs, enter the tunnel owner

LiveView

True

UseXBrowserForMobile

True

2. To run the Tosca test execution |
parameters as described in the table bel

ist on an 10S device in Suacelabs, specify the test configuration
ow for test execution list.

_— -_——————————
‘ Details Test configuration ~
Name Value DataT...
4 B Leap Application on 10S Device
@ AppiumServer https:/ /s String
[E Browser SafariiOs String
[@ DeviceName iPhone_13_16_ni_leap2 String
i@ LiveView True String
[@ SauceAccessKey - = - String
[@ SauceUsername String
i@ Webdriver_parentTunnel sso-NVS-sauce-labs-TEC_SAUCELABS String
[@ Webdriver tunnelldentifier Saucelabs_App001_Tunnel String

Figure 18
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Test configuration parameters Description
AppiumServer Enter the address of the Sauce Labs Appium server.

https://< SauceUsername>:
<SauceAccessKey>@ondemand.eu-central-
1.saucelabs.com:443/wd/hub

DeviceName Enter the full name of the device that is available on Sauce Labs.
Browser Enter the browser name of the 10S device.
SauceAccessKey To automate tests on Sauce Labs, enter the access key for your Sauce

Labs account.

You can find your access key in your Sauce Labs account information in
the AccessKey section.

SauceUsername To automate tests on Sauce Labs, enter the username of your Sauce
Labs account.

tunnelldentifier To automate tests on Sauce Labs, enter the tunnel identifier
tunnelOwner To automate tests on Sauce Labs, enter the tunnel owner
LiveView True

UseXBrowserForMobile True

3. To run the execution list on a MAC browser in Suacelabs, specify the Execution list configuration
parameters as described in the table below for test execution list.

Business Use Only
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Details Test configuration
Name Value
4 B Cross Browser Testing MacOs_Safari
i@ Browser Safari String
id| BrowserVersion 16 String
i@ Fibermode True String
i@ HubAddress https:// qupesivteinieamBEomiwe=0me String
id| InvokeTimeout 2000 String
i OSVersion macOS Monterey - 12 String
idl SynchronizationTimeout 530000 éString
i@ WebDriver_sauce___tunnelNa... Saucelabs_App001_Tunnel String
i@ Webdriver_sauce___tunnelOw... sso-NVS-sauce-labs-TEC_SAUCELABS String
id] WebDriverHubProxyAddress http://eu-chbs-proxy.eu.novartis.net:2011 String
i@l WebDriverProxyPassword R Password
id| WebDriverProxyUsername ‘ String

Figure 19

Test configuration parameters

Description

HubAddress Enter the Hub address of the Sauce Labs.
https://< SauceUsername>:
<SauceAccessKey>@ondemand.eu-central-
1.saucelabs.com:443/wd/hub

Browser Enter the name of the browser that is available on Sauce Labs.

Example: Safari

BrowsessrVersion

Enter the browser version available in the Suacelabs.

InvokeTimeout

Enter the timeout value.
The recommended timeout value is “2000”

OSVersion

Enter the OS version to execute the execution list .
Example:
macOS Monterey — 12

WebDriver_sauce____tunnelName

To automate tests on Sauce Labs, enter the tunnel name
The value must be “Saucelabs_App001_Tunnel or
Saucelabs_App002_Tunnel:

Webdriver_sauce __ tunnelOwner

To automate tests on Sauce Labs, enter the tunnel owner.
The value must be “sso-NVS-sauce-labs-TEC_SAUCELABS”

Business Use Only




! NOVARTIS

SaucelLabs

WebDriverHubProxyAddress Enter the driver proxy.
http://eu-chbs-proxy.eu.novartis.net:2011

WebDriverProxyPassword Enter 521 password
WebDriverProxyUsername Enter your 521
SynchronizationTimeout Enter the Synchronization timeout value.

The default recommended value is: 30000

4. To run the execution list on a Windows Cross browser (Edge, Chrome, Firefox) in Sauce Labs, specify the
Execution list configuration parameters as described in the table below for test execution list.

Details Test configuration

Name Value Da

4 B Cross Browser Testing Windows_E...

i@ Browser Edge String
i@ BrowserVersion 109 String
i@l Fibermode True String
i@ HubAddress . - ~9... String
id InvokeTimeout 2000 String
i@ OSVersion Windows 10 String
i@ SynchronizationTimeout 30000 String
i@ WebDriver_sauce___tunnelNa... Saucelabs_App001_Tunnel String
i@l Webdriver_sauce____tunnelOw... sso-NVS-sauce-labs-TEC_SAUCELABS String
i@l WebDriverHubProxyAddress http://eu-chbs-proxy.eu.novartis.net:2011 String
il WebDriverProxyPassword ook Password
idl WebDriverProxyUsername | — String

Figure 20
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Test configuration parameters Description
HubAddress Enter the Hub address of the Sauce Labs.

https://< SauceUsername>:
<SauceAccessKey>@ondemand.eu-central-
1.saucelabs.com:443/wd/hub

Browser Enter the name of the browser that is available on Sauce Labs.
Example: Chrome, Edge, or Firefox

BrowsessrVersion Enter the browser version available in the Saucelabs.
Example: 109,111,108

InvokeTimeout Enter the timeout value.

The recommended timeout value is “2000”

OSVersion Enter the OS version to execute the execution list .
Example:

Windows 10

WebDriver_sauce___tunnelName | To automate tests on Sauce Labs, enter the tunnel name
The value must be “Saucelabs_App001_Tunnel or
Saucelabs_App002_Tunnel:

Webdriver_sauce __tunnelOwner | To automate tests on Sauce Labs, enter the tunnel owner.
The value must be “sso-NVS-sauce-labs-TEC_SAUCELABS”

WebDriverHubProxyAddress Enter the driver proxy.
http://eu-chbs-proxy.eu.novartis.net:2011

WebDriverProxyPassword Enter 521 password
WebDriverProxyUsername Enter your 521
SynchronizationTimeout Enter the Synchronization timeout value.

The default recommended value is: 30000

4.5 Steps to view the tosca executed test in the Suacelabs

1. Log into the Sauce labs using SSO. (Ex: https://launcher.myapps.microsoft.com/api/signin/7c74289d-
a7c¢6-4116-bb46-e131cb534913?tenantld=f35a6974-607f-47d4-82d7-ff31d7dc53a5)

2. Inthe left menu, click on "Live" dropdown, select "Automated" and click on Test Results.
3. Inthe filter by section, select the Real devices or Virtual devices.
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Figure 21
5 ADDITIONAL INFORMATION

For more information, please refer to the Official Documentation - Documentation | Sauce Labs
Documentation

6 ABBREVIATIONS AND DEFINITIONS
6.1 Abbreviations

Abbreviation Definition

N/A N/A
7 REFERENCES

71 Governing Documents
SOP-8027423 IT Waterfall System Development

SOP-8126377 IT System Lifecycle
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8 REVISION HISTORY
8.1 Changes made

Changes in the current version and high-level summary of changes for all listed previous versions are
maintained below.

Version Reason for Change | Summary of Changes
Effective Date

1.0 Initial Version Training Material for End-Users of Saucelabs
Second Version Enhanced the end user onboarding & functional

2.0 experience

3.0 Third Version Updated the document with Tosca and Saucelabs

Integration Steps
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